5/13/26, 8:01 PM (165) All mail | newtOns_law@proton.me | Proton Mail

[reference JEEEERF5E115000919805%] Re: BEJOHTTP surveillance relay
mesh £2iEH OEFE—= 7255808 [ OHTTP RELAY ABUSE: SURVEILLANCE
EXFILTRATION VIA APPLE'S PRIVACY INFRASTRUCTURE]

From newtOns_law@proton.me <newtOns_law@proton.me>
To ISMS <ISMS@taiwanmobile.com>, jschou@ncc.gov.tw

Date Wednesday, April 8th, 2026 at 12:45 PM

Dear Taiwan Mobile ELEE,

Thank you for your response. | am copying NCC on this reply, as your original referral letter

(BEEMRR=FE115000919805%, March 24, 2026) directed: "MiGIXNA<E." Your reply did not include NCC. | am
restoring

that copy.

Your rebuttal does not address my actual finding, and forensic evidence captured after NCC referred this case to
you directly contradicts your statement that no anomalies were found.

1. What | did and did not claim.

I did not claim Homomorphic Encryption was broken, that bulk data is smuggled inside PIR query ciphertext, or
that OHTTP is inherently malicious. My claim is that Taiwan Mobile subdomains are registered as trusted Apple
ObliviousHop proxy agents on iOS devices at the control plane. Your response does not address this.

2. Forensic evidence dated after NCC's referral.

A sysdiagnose capture taken April 7, 2026 contains Apple iOS system log events from the
com.apple.networkserviceproxy subsystem recording two Taiwan Mobile subdomains being registered as

ObliviousHop proxy agents on the device:

- osb.twmsolution.com

- osbstage.twmsolution.com

osb.twmsolution.com was not in my original complaint. It is now on record.

Each subdomain is registered with a distinct ObliviousHop proxy agent UUID and policy hash:

osb.twmsolution.com
ObliviousHop UUID: 64D7343D-1581-47C7-A5E3-7B5A905A3100
Policy hash: 0x03e8829602e22573f8ef17314eafebla
ObliviousHopFallback UUID: 0ACD780F-2356-43FC-BED1-FDCDAG6B5E275
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osbstage.twmsolution.com
ObliviousHop UUID: 3F2B491B-CCO07-409C-A9DA-6B29CA722634
Policy hash: 0xf0eb7d315bc43150a9b0eaf0b9415b27
ObliviousHopFallback UUID: C6FC6536-4F2B-464F-BDDF-04AF2D704146

The registration is not a single cached entry. It recurs across multiple device boot sessions:

- March 28, 2026, 11:47 UTC: initial registration, three days after NCC's referral
- April 1, 2026, 14:21 and 15:27 UTC
- April 5, 2026, 00:03 to 15:41 UTC: one day before your response

Verbatim Apple iOS log output, not interpretation:

"Setting up oblivious path (osbstage.twmsolution.com)"
"oblivious path [osbstage.twmsolution.com] is ready"
"Registered ObliviousHop-osbstage.twmsolution.com proxy agent (3F2B491B-CC07-409C-A9DA-6B29CA722634)
with hash
{length = 16, bytes = 0xf0eb7d315bc43150a9b0eaf0b9415b27}"
"Adding policies for oblivious agent for osbstage.twmsolution.com"

Identical patterns exist for osb.twmsolution.com.

3. Why "no anomalies found" is contradicted.

ObliviousHop proxy agent registration is not observed traffic. It is Apple's iOS networkserviceproxy daemon
installing Taiwan Mobile FQDNSs into the device's trusted oblivious proxy policy store. That installation is gated by
Apple-side trusted relay infrastructure and requires a direct business relationship between Taiwan Mobile and Apple.

Either Taiwan Mobile holds such an agreement, in which case it must be disclosed to NCC, or Taiwan Mobile does
not, in which case a third party is causing Apple iOS devices to register TWM-branded proxy agents and Taiwan
Mobile should already be treating this as a security incident.

4. What | need from Taiwan Mobile &EZj3z.

5. Has Taiwan Mobile registered osb.twmsolution.com or osbstage.twmsolution.com with Apple as an OHTTP /
ObliviousHop / PIR provider? If yes, under what agreement and for what Apple-facing service.

6. Do Taiwan Mobile's internal records contain the four proxy agent UUIDs listed in section 2?7 Confirm or deny
per UUID.

7. The "internal audit" in your response: which systems were examined, and did it cover March 28, April 1, and April
5, 20267

8. Requested next step.
A second response from Taiwan Mobile &%z that answers section 4, with NCC copied as the original referral

letter directed. If Taiwan Mobile did not authorize the registration of either subdomain with Apple, that is itself a
material finding and | request Taiwan Mobile open an internal incident investigation on that basis.
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| remain available to provide the underlying forensic extracts under any confidentiality framework Taiwan Mobile
and NCC specify.

Thank you
On Wednesday, April 8th, 2026 at 3:20 AM, ISMS <ISMS@taiwanmobile.com> wrote:

Dear Joseph,

HKEREASAKERR, EANTEERRENEEEES 11593 H24HBEEERRFS5115000919805REREEA],
BRSImRMANTEERIS (REEEEEAPP) EMESHE (infra) ZELUEF{E OHTTP (Oblivious HTTP) surveillance relay
mesh Z#RinHOGEZ R, VAIETERREE, RFUT:

(—) HEERRMERSTRERME, EERA Apple Oblivious HTTP (OHTTP) FRUEERIE (455U 2RNIFARERE
TEHATRSR) (FREBRERINREBIRE

EEPARLER S S RCER T R R A ERAIRIERENGT , (BE [ERINR] RYESRESIERE Apple RFAREEHHIRY
BRERME L.

ER Apple RRRIERNEIFRIE, 2GRS ZMmEERAMNEm LA, ERINT:

1. [FREDNEE (Homomorphic Encryption) H#EHIEERFTIRIMNBIRRS: BENROERRZ—R, A
EURHERIRIE=REEREKRKANE . E2BIET Avple £ [RIFREREREA] 2RETRAN
EIREMNZE (HE) ¥, EEMEIFD, (EREEHE iPhone BlERNNE, AIREFHRBEY (&
X ETER, WSERRNEXREIE, REEAERE LAFARREER. HRER:SEE

2.  FRRIRBRHIE PR MIMERTREYE: REEBREETLISINRERN BRI ERREEET
B . AT, FAZENMER (PR) 2—EMERRET, HERERBNHEXNRESEEE, Z
2l ios AR (40 networkserviceproxy) HIBKIEHIEE . ENEEHBEISABRIRAASR (EH
BEERACER) EANBYHKRT, HERIRERINENSIEIVEE, SNEEEREENRERE
. AEERNMELERARESESERERANEE.

3. % [ISFARERE] SRR [BRRRITA] | RESZEREERARKENE. PEES
WEEHREERZER, WLALRERERINEAER . FE L, HIER OHTTP (RFC 9458) BT
RECEREBRFAIRURET . EEEEEHHE (Avple EAEINE, HEBEAZ P) FKHNE
FEEDE T REIEZ DA, REPEINCTENGRRRERAR, (EaeEARAES
EAEERY OHTTP BRRGEST TREEAR, ST LRI NIE 7 ARMEEAIER .

4. KEIREDRAROLPATEELEINIRIRHE (USEXTKEM) : HEHEGEAFK
(osbstage.twmsolution) fEIRINEERREIREOKEBR . AT, SR 7 ARSRNEE
IREERIIZILE. BERE, ERZFILIARIRER [RE] |, RRARGEXEAIERE OHTTP 5
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2l
Yt o

(D) frk, ZREHEEHRRT os B EBREIHEGEREARSE (B8RSRINGEATAR

REER AT FEEERNT.

HEREER, BRERTEEEE.

Best Regards

_DISCLAIMER : This message (and any attachments) may contain information that is confidential, proprietary,
privileged or otherwise protected by law. The message is intended solely for the named addressee (or a person

authorized to read, print, retain, copy or disseminate this message or any part of it. If you have received this
message in error, please destroy the message or delete it from your system immediately and notify the sender.
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REF, SERSSRENEFANBEERESBEIREANTE TEENSIE domain, EIEIRIFFEIRY
REHEERTER PR EER, FANVEARSHATETEE, MEEXEE. Fit, RETZ
R IERBERZ2hERAEREERFNESSR, mMiNRSASRMERHETFINRERIIERIT

Truecaller 6085 ) |, (BIETER Apple B T (REFRERIAMRETIIERE RAE(FENTT. ERIREINEAIEZEEE,

i0S BRAFAELRAERISIRGI, LURASIREDRL (MNEEAEA) FEEISRIDE T, HREFMERNEREEINR

O 5, FREFEEEERPFERITR. LRF, TAREREERENTRTR, BH R FEERR,

responsible for delivering it to the addressee). If you are not the intended recipient of this message, you are not
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